Cyber Security

HARBOR Risk Management

POSITION DESCRIPTION
CYBER SECURITY RISK MANAGEMENT ADVISOR, DIRECTOR
WASHINGTON, D.C. PREFERRED

POSTED ON DECEMBER 4, 2020
APPLICATIONS ACCEPTED ON A ROLLING BASIS
ANTICIPATED START DATE: DECEMBER 2020 OR JANUARY 2021

GOOD HARBOR SECURITY RISK MANAGEMENT, LLC: Good Harbor is a boutique
cyber risk advisory firm that advises CEOs, Boards, government leaders, and investment
professionals on cyber security risk management. Good Harbor’s chairman, Richard A. Clarke, is
an internationally renowned expert on cybersecurity, counterterrorism, and national security. He
served as a senior White House advisor to three Presidents through an unprecedented 11
consecutive years of White House service, including as Special Advisor to the President for Cyber
Security, and is the author of The Fifth Domain: Defending Our Country, Our Companies, and
Ourselves in the Age of Cyber Threats. Read more about our team and our firm:
www.goodharbor.net.

THE POSITION: Good Harbor is seeking a highly motivated, diligent, and experienced
individual to join its team as a director-level Cyber Security Risk Management Advisor.

As a director with Good Harbor, your responsibilities will include the following:

- Help corporate and not-for-profit clients improve their cyber security risk management
by advising them on “all things cyber security”: threats, risks, and geopolitical risk
conditions; policies, laws, and regulations; the technology landscape; and, best practices
on managing their own risk through cyber security strategies, programs, policies,
technologies, and crisis management preparedness;

- Lead or support client service delivery on designated projects (typically governance
reviews, risk assessments, and crisis management simulations or tabletop exercises),
including project management, team management, research, analysis, meetings, briefings,
and deliverables;

- Lead or support business development on designated client-specific opportunities
(including but not limited to capture management and proposal development) and/or
marketing campaigns
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- Support the firm’s intellectual property development and/or its profile through research,
writing, reporting, and/or presenting on a range of cyber, security, and related topics

- Perform other duties and responsibilities, including occasional management and
administrative tasks, as required

Location and Travel: The location is remote within the U.S. during the covid19 pandemic, though
Washington, D.C. is preferred and may be required after covid19 conditions ease. Before the
covid19 pandemic, travel for this role was typically ~25% domestic travel, and we presume this
will resume some time, likely after mid-2021.

Salary and Benefits: This is a full-time position offering a competitive salary and generous benefits
including health insurance, 401K, and a flexible work schedule.

YOU / THE IDEAL CANDIDATE: The ideal candidate is highly motivated, diligent, and has a
track record of success as a consultant performing the position responsibilities described above,
and/or experience managing a cyber security program for an enterprise.

They are interested in national security, technology, politics, and policy. They can write and brief
extremely well, have great interpersonal skills, pay attention to details, and have a sense of humor.
They are comfortable working independently with little guidance and also within a team in a fast-
paced environment.

The ideal candidate has a graduate degree related to business, law, policy, or computer science,
and/or commensurate professional experience. They have experience working with cyber security
regimes such as NIST Cybersecurity Framework, NIST 800-171, IEC 62443, and so on. They may
have certifications such as Security+ or CISSP. They complement the existing team’s knowledge
base and skillsets through deep experience with one or more of the topics described in Position
Responsibilities above.

DEADLINE AND HOW TO APPLY: We will receive applications beginning December 4, 2020
and on a rolling basis until the position is filled. To apply, please send a CV to [team at
goodharbor.net]. Please include “Director” in the subject line. You may also include a cover letter
and/or short writing sample demonstrating writing suitable to a professional consulting
environment. Good Harbor is an equal opportunity employer and actively seeks candidates from
diverse personal and professional backgrounds.
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